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Net-Centric Effects Based Operations M odel (NEM O)

The NEMO IRAD Project at SPARTA is focusing on developing a proof of concept model that
seamlessly integrates four legacy infrastructure models to understand the interdependencies and
collatera effects among the domains. Today, there are industry standard tools that are used to
model each of the major ‘infrastructures: Communications, Transportation, Power, and
Petroleum, Oil Lubricants (POL). The latter is also utilized to model water infrastructure. There
is no current tool which looks at the interdependencies between these various infrastructures.
SPARTA is using Net-Centric approaches to solve this challenge, by applying agent-based
solutions to derive the geo-locations where the infrastructures coincide (as illustrated in Figure
1). The ‘nodes therefore represent points that pose additional risk for Homeland Security
applications of NEMO (discussed herein) or potential targeting opportunities for Offensive
Military Operations in an Effects Based Operations (EBO) context (covered in a separate white

paper).

The goal for NEMO will be able to answer the following types of questionsin aHomeland
Security Context:
- If the Sears Tower in Chicago is destroyed, what will the effect be on

transportation and power transmission within the city?

Where should San Francisco place their water reservoirs to minimize the impact
of abio/chem attack downtown?

In the event of awater contamination, what means do we have to containiit (e.g.,
shut down power)?
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Figure 1. Agent-Developed Infrastructure Network Nodal I nterdependencies
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SPARTA has purchased or made arrangements to work with several legacy infrastructure model
devel opers with the following legacy models:
- Communications— OPNET by OPNET Technologies
POL — SynerGee Gas by Advantica
Transportation — Cube Voyager by CitiLabs
Water — SynerGee Water by Advantica
Power — SynerGee Electric by Advantica NEMO

For infrastructure data, al of the doman models
interface to our Earth Resource Terrain Hierarchical
Archive (ERTHA), a database accessible via web
services. ERTHA contains over 300 GB of “test” data
from DIA in the Geospatial Information System (GIS)
standard format (e.g., ESRI® Shapefiles). The GIS
files allow for agent-based solutions to ‘crawl’ through
the database to calculate proximity between
infrastructure elements — varying the assumptions on
collatera damage among the different domains. The
data architectureis shown in Figure 2.
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SPARTA will complete the NEMO Proof of Concept ArcSDE
by August 2004, for presentation to DIA (for an Effects
based Operation application). Demonstration of
Homeland Security application will follow shortly L

thereafter. W
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Figure2. Earth Resource Terrain
Hierarchical Archive (ERTHA)



